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About the Event

Cyber Oasis 1.0 is a Capture the Flag (CTF) Hackathon focusing on
offensive security and penetration testing. Participants from Tunisia,
Algeria, and Libya will compete for 17 hours to solve real-world style

hacking challenges.

Dates & Venue

Dates: November 7-9, 2025
Venue: Faculty of Science of Gabes (FSG), Gabés, Tunisia
Competition Duration: 17 hours (non-stop)
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Team Structure

e Teams are composed of 2 participants (duo format).

e Each team must designate one Team Captain who will handle
communication with organizers.

e Teams must bring their own laptops (BYOD). Power and internet

will be provided.

What You Need to Bring

e Laptop (recommended: 8 GB RAM, 50 GB free disk, updated 0S).
e Power adapter.
» Personal tools/software (Kali Linux, Burp Suite, Wireshark, etc.).

e Valid ID (student card or national ID).
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Allowed Tools

Allowed Not allowed

Standard pentesting tools
(nmap, Wireshark, Burp Suite,

John the Ripper, etc.) DoS/DDoS tools.

Custom scripts developed by
the team

Any attempt to disrupt
infrastructure, scoreboard, or

other teams.
Free/open-source tools.

Support During the Event

e AHelp Desk will be available 24h.
e Use the ticketing system in the platform for technical problems.

e Staff on-site will help with logistics and rules clarification.
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Event Schedule

DAY -1 November 7th

e Arrival and welcome of delegations.
e Accommodation assignment.

November 8th

e 08:30 - 09:30: On-site registration.

e 09:30 - 10:30: Opening ceremony.

e 10:30 - 12:00: Keynote conferences.
e 14:00 - 16:00: Technical workshops.
e 16:00 - 17:00: Ethics roundtable.

e 20:30 - 22:30: Networking evening.

D AY 2 November 9th

e (09:00 -16:00: Advanced workshops &
team briefings.

» 17:00: Hackathon officially begins (17h non-
stop).

November 10th

e 10:00: Hackathon ends. Flag submission
closes.
e 13:30 - 14:00: Closing ceremony & awards.
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Competition Instructions

Platform
e Allteam creation, flag submission, and scoreboard tracking
will be handled through the official platform.

e Teams receive login credentials at registration.

e Avalid flag is in the format: KYBS{...}.

e Flags must be submitted via the platform only.

e |fyour challenge instance is unreachable, open a support
ticket via the platform.

e Do not attempt to attack or reset infrastructure.

Rules of Engagement

e Attack only the targets provided. ¢ No DoS/DDoS attacks.
e Do not attack the scoreboard, e No flag sharing between teams.

internet, or other participants. e Respect staff and participants.

Sanctions: - -
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Scoring System

e Easy machine: 20 pts
e Medium machine: 40 pts

¢ Hard machine: 70 pts

First Blood Bonuses:
e First user flag on a machine: +5 pts
e First root flag on a machine: +10 pts

e Ranking is updated live on the scoreboard. Tie-breaker: fastest solving

time.

Deliverables

e Teams must submit flags through the official platform only.

e No jury presentations required.
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Certificates & Prizes

e (ertificates of participation for all.
e Prizes for top-ranking teams, supported by sponsors.
e Special awards may be given for fastest solves or outstanding

performance.

Dispute Resolution

e Disputes can be raised through the platform.
e QOrganizers review and respond within 2h.

e Organizers' decision is final.



